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The Indian Computer Emergency Response Team (CERT-In) serves as the national agency for 

performing various functions in the area of cyber security in the country as per provisions of section 

70B of the Information Technology Act, 2000. CERT-In continuously analyses cyber threats and handles 

cyber incidents tracked and reported to it. CERT-In regularly issues advisories to organisations and 

users to enable them to protect their data/information and ICT infrastructure. In order to coordinate 

response activities as well as emergency measures with respect to cyber security incidents, CERT-In 

calls for information from service providers, intermediaries, data centres and body corporate. 

During the course of handling cyber incidents and interactions with the constituency, CERT-In has 

identified certain gaps causing hindrance in incident analysis. To address the identified gaps and issues 

so as to facilitate incident response measures, CERT-In has issued directions relating to information 

security practices, procedure, prevention, response and reporting of cyber incidents under the 

provisions of sub-section (6) of section 70B of the Information Technology Act, 2000. These directions 

will become effective after 60 days. 

The directions cover aspects relating to synchronization of ICT system clocks; mandatory reporting of 

cyber incidents to CERT-In; maintenance of logs of ICT systems; subscriber/customer registrations 

details by Data centers, Virtual Private Server (VPS) providers, VPN Service providers, Cloud service 

providers; KYC norms and practices by virtual asset service providers, virtual asset exchange providers 

and custodian wallet providers. These directions shall enhance overall cyber security posture and 

ensure safe & trusted Internet in the country. 

The directions issued by CERT-In are available at  https://www.cert-in.org.in/Directions70B.jsp 
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